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Fall has arrived and September was a very busy
month for our Education sessions and October is
on track to be just as busy.

If you missed any of the September Education
sessions you can view the recorded sessions on
our website. www.firstnationsth.ca

You will be able to find out more information
about upcoming sessions later on in this newsletter or by visiting our website at
http://www.firstnationsth.ca/

All the Best,
First Nations Telehealth Network
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Access Requests
Date: October 4th, 2017
Time: 10:00 - 11:30
Under each of Alberta’s three laws, individuals have certain access to information rights while public,
private and health sector entities have a number of responsibilities to respond to access to information requests. This session will provide an overview of the process to respond to access requests,
summarize correction requests, and explain the role of the OIPC in reviewing access request responses.
Registration Link: http://www.firstnationsth.ca/Home/RegisterVC.aspx?eid=11499

Information Sharing
Date: October 11th, 2017
Time: 10:00 - 11:30
Privacy laws are often mentioned as a barrier to share information when providing services, but in
most situations the laws present a way to enable information sharing to support service delivery
while respecting individuals’ privacy. This session will help clarify some of the rules guiding information sharing, and will offer participants recommendations on how to best approach information
sharing initiatives
Registration Link: http://www.firstnationsth.ca/Home/RegisterVC.aspx?eid=11500

Privacy Breach Reporting and Notification
Date: October 18th, 2017
Time: 10:00 - 11:30
This session will focus on privacy breach preparedness and response. This includes general proactive
measures to avoid privacy breaches, the reporting of a breach to the OIPC, as well as how to notify
affected individuals.
Registration Link: http://www.firstnationsth.ca/Home/RegisterVC.aspx?eid=11501

OCAP (Ownership, Control, Access and Possession)
Date: October 25th, 2017
Time: 10:00 - 11:30
This session will focus on exploring the First Nation principles of OCAP®, which stands for ownership,
control, access, and possession guides a community in making decisions regarding why, how, and by
whom information is collected, used, or shared. OCAP® is an opportunity for First Nation people to
express their unique worldview and protocols related to ideas of community privacy and information
governance currently not protected by Canadian privacy laws, while concentrating on all aspects of
information governance including creation and management. This session will also identify future
training options available for First Nation communities in Alberta.
Registration Link: http://www.firstnationsth.ca/Home/RegisterVC.aspx?eid=11512

Give people a means of communication, and they will put it to good
use scamming each other
Email fraud is a rampant problem. I'm certain pretty much every person reading this message has received a fraudulent email, an attempt to persuade you to click a link or open a document or respond to a request. This is often called "phishing." The scammer is casting a wide net, using their spam network, hoping
to catch a few "phish". More sophisticated scams use information specifically about you (usually obtained in
a data breach, like those you hear about in the news) - these are called "spear phishing", and are harder to
spot because they may contain personal information, making them appear more legitimate.
Phishing emails use a variety of "tricks" to try to fool you into thinking they are legitimate, and have a
wide variety of "payloads" ranging from relatively harmless (click bait) to potentially destructive (extortion or
identity theft). If you recognize them, and simply delete them, without clicking on any links, without opening
any attachments, THEN you have completely protected yourself and thwarted the fraudster. Too easy!
So, to prevent you from thinking too much, the message will often create an urgency that you take immediate action -- open that document / click that link / respond to the author right now or something bad will
happen (or something good will fail to happen). That sense of urgency is a near sure sign the email is a fraud.
How to protect yourself:
Rule 1: Never feel pressured by an email to take immediate action -- no legitimate organization would use
email in this way. Always take time to consider the legitimacy of the email before taking any action.
Rule 2: Always look at the return email address (who is it from) -- NOT the name of the person, but the actual email address. If your email program does not show the "from" address for each message, you can configure the settings to do so. Careful -- since spammers get data from stolen email address books, the message may look like it is from someone you know -- if it seems suspicious, verify.
Rule 3: Never open an email attachment without confirming its source. It has really come to the point
where email attachments should be banned - they are a major source of malware. Encourage people you
correspond with to use file sharing services (like Dropbox or Google Docs) and just discard email attachments
-- they are just too fraught with risk.
Rule 4: Watch that link!! Links are tricky -- the text displayed to you (the text you click on) is NOT the same
as the link address. Scammers use that to craft links that look like one thing, but are actually another. Most
email programs let you verify the link by "hovering" your cursor (mouse) over the link without clicking on it -a little box will appear that shows you the actual destination address of the link. In general, if you are not
100% certain, DON'T CLICK.

Video Conference Training
Are you a new staff member? Are you new to Video Conferencing? Would you like to practice Video Conferencing? Please contact us by emailing vchelp@firstnationsth.ca or by calling 1-888-999-3356 to set up
an appointment. Additional training is located on our new training tab, on our website
http://www.firstnationsth.ca/ ,and can be accessed any time.
You can learn:
1. How to turn the equipment on and off
2. How to use the video conference equipment (Including remote, camera and microphone)
3. How to make a call

4. How to register for an upcoming session and what to do when registered
5. How to navigate and use the First Nations Telehealth Portal

If you have any further questions please contact our telehealth scheduling team at 1-888-999-3356 (option
2 then 2 again) or by email at vchelp@firstnationsth.ca

Did you know?

The First Nations Telehealth Network Portal has a large library of
archived videos and handouts for public view. If you have ever
missed a session or are interested in learning about a topic check our
library! The First Nations Telehealth Network has over 90 sessions to
view at any given time!
Visit www.firstnationsth.ca to find our more!

Frequently Asked Questions
1. I can’t attend an education session but I am interested in learning about this topic, what can I do?
All handouts for each session (if available) can be found on our First Nations Telehealth Portal (http://firstnationsth.ca)
all handouts are kept indefinitely and can be accessed via the archives library on the main page. All recorded videos are
edited and posted on the First Nations Telehealth Portal within 2 weeks of the scheduled education session. These videos are also indefinitely archived and can be accessed by visiting the web page.

2. I want to attend a meeting via video conference with an office in another province. What do I do?
After the meeting date and time is verified between you and your participant and both offices have been booked, visit
our First Nations Telehealth Portal on line and fill our a video conference request form. Provide us with all the required
information (including, date, time and IP address for the participating site) our Bridge Technicians will schedule a test
with the other site to make sure things run smoothly for your session.

Have you followed us on Facebook yet?
Follow us for up to date information on
TSAG and the First Nations Telehealth Network as well as receive advertisements on
upcoming sessions.

LIKE OUR PAGE TODAY!
@FNTSAG

CONTACT US

First Nations Telehealth Network encourages involvement from all communities and its users. If you have
any questions or want to contribute material for our next newsletter, please contact us! Feedback is always
welcome.
Phone: 1-888-999-3356
Email: vchelp@firstnationsth.ca
Website: www.firstnationsth.ca

Telehealth Scheduling & Admin

Monday-Friday 8:00 am-12:00 pm, 1:00 pm-4:30 pm

